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Abstract. This paper investigates a new automated personal authentication
technique using finger-knuckle-print (FKP) imaging. First, a specific data
acquisition device is developed to capture the FKP images. The local convex
direction map of the FKP image is then extracted, based on which a coordinate
system is defined to align the images and a region of interest (ROI) is cropped
for feature extraction and matching. To match two FKPs, we present a Band-
Limited Phase-Only Correlation (BLPOC) based method to register the images
and further to evaluate their similarity. An FKP database is established to exam-
ine the performance of the proposed method, and the promising experimental
results demonstrated its advantage over the existing finger-back surface based
biometric systems.

Keywords: Biometrics, finger-knuckle-print, personal authentication.

1 Introduction

Personal authentication is a common concern to both industries and academic re-
search due to its numerous applications. Biometrics, which refers to the unique phy-
siological or behavioral characteristics of human beings, can be used to distinguish
between individuals. In the past three decades, researchers have exhaustively investi-
gated the use of a number of biometric characteristics [1].

Recently, it has been noticed that the texture in the outer finger surface has the po-
tential to do personal authentication. Woodward et al. [2-3] set up a 3-D hand data-
base with the Minolta 900/910 sensor and they extracted 3-D features from finger
surface to identify a person’s identity. However, they did not provide a practical solu-
tion to establishing an efficient system using the outer finger surface features. The
cost, size and weight of the Minolta 900/910 sensor limit the use of it in a practical
biometric system, and the time-consuming 3-D data acquisition and processing limit
its use in real-time applications. Later, Kumar and Ravikanth [4-5] proposed another
approach to personal authentication by using 2-D finger-back surface imaging. They
developed a device to capture hand-back images and then extracted the finger knuckle
areas by some preprocessing steps. The subspace analysis methods such as PCA,
LDA and ICA were combined to do feature extraction and matching. With Kumar
et al.’s design, the acquisition device is doomed to have a large size because nearly
the whole hand back area has to be captured, despite the fact that the finger knuckle
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area only occupies a small portion of the acquired image. Furthermore, subspace
analysis methods may be effective for face recognition but they may not be able to
effectively extract the distinctive line features from the finger knuckle surface.

This paper presents a novel system for online personal authentication based on fin-
ger-knuckle-print (FKP), which refers to the inherent skin pattern of the outer surface
around the phalangeal joint of one’s finger. A specially designed acquisition device is
constructed to collect FKP images. Unlike the systems in [3] and [5] which first cap-
ture the image of the whole hand and then extract the finger or finger knuckle surface
areas, the proposed system captures the image around the finger knuckle area of a
finger directly, which largely simplifies the following data preprocessing steps.
Meanwhile, with such a design the size of the imaging system can be greatly reduced,
which improves much its applicability. Since the finger knuckle will be slightly bent
when being imaged in the proposed system, the inherent finger knuckle print patterns
can be clearly captured and hence the unique features of FKP can be better exploited.
For matching FKPs, we present an efficient and effective Band-Limited Phase-Only
Correlation based method. Compared with the existing finger knuckle surface based
biometric systems [2-5], the proposed system performs much better in terms of both
recognition accuracy and speed.

The rest of this paper is organized as follows. Section 2 introduces the design and
structure of the FKP image acquisition device. Section 3 describes the FKP image
preprocessing and ROI extraction methods. Section 4 investigates the BLPOC-based
FKP matching. Section 5 reports the experimental results. Finally, conclusions are
presented in section 6.

2 The FKP Recognition System

The proposed FKP recognition system is composed of an FKP image acquisition
device and a data processing module. The device (referring to Fig. 1-a) is composed
of a finger bracket, a ring LED light source, a lens, a CCD camera and a frame grab-
ber. The captured FKP image is inputted to the data processing module, which com-
prises three basic steps: ROI (region of interest) extraction, feature extraction, and
feature matching. Refer to Fig. 1-a, a basal block and a triangular block are used to fix
the position of the finger joint. The vertical view of the triangular block is illustrated
in Fig. 1-b. Fig. 2-a shows a sample image acquired by the developed device.

LED Finger Bracket Triangular
-

it Block [ﬁnger

PC > >
->
. .
- triangular block
-

- Basal Block
(@) (b)

Fig. 1. FKP image acquisition device
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Fig. 2. (a) is a sample FKP image; (b) is the ROI image of (a)

3 ROI Extraction

It is necessary to construct a local coordinate system for each FKP image. With such a
coordinate system, an ROI can be cropped from the original image for reliable feature
extraction. The detailed steps for setting up such a coordinate system are as follows.

Step 1: determine the X-axis of the coordinate system. The bottom boundary of the
finger can be easily extracted by a Canny edge detector. Actually, this bottom bound-
ary is nearly consistent to all FKP images because all the fingers are put flatly on the
basal block in data acquisition. By fitting this boundary as a straight line, the X-axis of
the local coordinate system is determined.

Step 2: crop a sub-image I;. The left and right boundaries of I are two fixed val-
ues evaluated empirically. The top and bottom boundaries are estimated according to
the boundary of real fingers and they can be obtained by a Canny edge detector.

Step 3: Canny edge detection. Apply the Canny edge detector to Iy to obtain the
edge map I.

Step 4: convex direction coding for Ir. We define an ideal model for FKP
“curves”. In this model, an FKP “curve” is either convex leftward or convex right-
ward. We code the pixels on convex leftward curves as “1”, pixels on convex right-
ward curves as “-1”, and the other pixels not on any curves as “0”.

Step 5: determine the Y-axis of the coordinate system. For an FKP image,
“curves” on the left part of phalangeal joint are mostly convex leftward and those on
the right part are mostly convex rightward. Meanwhile, “curves” in a small area
around the phalangeal joint do not have obvious convex directions. Based on this
observation, at a horizontal position x (x represents the column) of an FKP image, we
define the “convexity magnitude” as:

Fig. 3. Illustration for convex direction coding scheme

Fig. 3 illustrates this convex direction coding scheme and the pseudo codes are
presented as follows:
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Convex_Direction_Coding( 7, )
Output: /., (convex direction code map)
Vg = heightof 1,12
for each 1,(,)):
if I1.G4,j) = 0
1,0, j)=0;
else if I.(i+1,j=D=land I (i+1,j+1)=1
1,0, /)=0;
elseif (I, (i+1,j—-)=landi<=y
I, (i, j))=1;
else if (I,(i+1,j+)=landi<=y, )or (I,(i+,j-)=landi>y,,)
Icn(i’j) =-1 5
end if
end for

Yor (I,(i+1,j+)=landi>y,,)

mid

conMag (x) =abs[21w] (1)

where W is a window being symmetrical about the axis X = x. W is of the size dxh,
where #h is the height of Is. The characteristic of the FKP image suggests that con-
Mag(x) will reach a minimum around the center of the phalangeal joint and this posi-
tion can be used to set the Y-axis of the coordinate system. Let

x, = arg min (conMag(x)) )

Then X =1x, is set as the Y-axis.

Step 6: crop the ROI image. Now that we have fixed the X-axis and Y-axis, the lo-
cal coordinate system can then be determined and the ROI sub-image Izo; can be
extracted with a fixed size. Fig. 2-b shows an example of the extracted ROI images.

4 BLPOC-Based FKP Matching

Given two FKP ROIs, a matching algorithm determines their degree of similarity. A
BLPOC based FKP matching algorithm is presented in this section.

4.1 Phase-Only Correlation (POC)

Phase-Only Correlation (POC) has been widely used for image registration tasks
[6-8], and recently it has been adopted in some biometric systems as a similarity
measure [9-11]. POC based method relies on the translation property of the Fourier
transform. Let fand g be the two images that differ only by a displacement (x, yo) i.e.

g, y)=f(x—xp,y =) (3)
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Their corresponding Fourier transforms G(u,v) and F(u,v) will be related by
G(H,V) :e—/Zir(uxn-ﬁ-vv“)F(u,v) (4)
The cross-phase spectrum Rgx(u,v) between G(u,v) and F(u,v) is given by

G(M,V)F"(M,V) _e—/'er(ux(,-H'y(,)

Ror (1) = GQu.v)F () -

&)

where F" is the complex conjugate of F. By taking inverse Fourier transform of Rgp
back to the time domain, we will have a Dirac impulse centered on (x, yo).

In practice, we should consider the finite discrete representations. Consider two
MxN images, fim,n) and g(m,n), where the index ranges are m=-M,,...,My (My> 0)
and n=—Ny,....Ny (Ny > 0), and M = 2My+1 and N = 2Ny+1. Denote by F(u,v) and
G(u,v) the 2D DFTs of the two images and they are given by

Fuy)y= Y, D fmme M N =A (uv)e” " )
m=-M, n=—N,
My N, ,jQ,,(M+ﬂ) .
G(u,v) = Z Z g(m,n)e MoN =AG(M’V)6/¢G<M.»> %

m=—M, n=—N,
where u=—M,,...,My, v="Ny,....Ny, A{(n,v) and Ag(u,v) are amplitude components,
and ¢ J(u,v) and @5(u,v) are phase components. Then, the cross-phase spectrum
RiH(u,v) between G(u,v) and F(u,v) is given by

N
Gu,vF (u,v) = /19 (=0 (w1))

R V)=
or (1) \G(u,v)F*(u,v)\ ®)

The POC function ps(m,n) is the 2D Inverse DFT (IDFT) of Rgr(u,v):
M, Ny 2 @Jrﬂ)

1 jan M N
py-(m,n)=M—N > D Ry (uve (

u=—M, v=—N,

&)

If the two images f and g are similar, their POC function will give a distinct sharp
peak. On the contrary, if they are not similar, the peak value will drop significantly.
Thus, the height of the peak value can be used as a similarity measure, and the loca-
tion of the peak shows the translational displacement between the two images.

4.2 Band-Limited Phase-Only Correlation (BLPOC)

In the POC-based image matching method, all the frequency components are in-
volved. However, high frequency tends to emphasize detail information and can be
prone to noise. To eliminate meaningless high frequency components, K. Ito et al. [9]
proposed the Band-Limited Phase-Only Correlation (BLPOC).

The BLPOC limits the range of the spectrum of the given FKP image. Assume that
the ranges of the inherent frequency band of FKP texture are given by u=-U,...,U,
and v=—V,,...V,, where 0<=U;<=M,, 0<=V, <=N,. Thus, the effective size of spectrum
is given by L;=2Uy+1 and L,=2V\+1. The BLPOC function is defined as
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1 Uy Vo J zlf[ﬂ+ﬂ]

Z ZRGF(u,v)e hob

172 u==Uyv=-V,

Uy

p &

(10)

" (m,n) =

where m=-U,,...,U, and n=-V,,...,V,. When two images are similar, their BLPOC
function gives a distinct sharp peak. Also, the translational displacement between the
two images can be estimated by the correlation peak position. Experiments indicate
that the BLPOC function provides a much higher discrimination capability than the
original POC function.

4.3 BLPOC-Based FKP Matching

Given two FKP ROIs f(m,n) and g(m,n), we assume that there is only translational
displacement between them. Thus, the BLPOC-based FKP matching process is quite
straightforward and is summarized as follows:

FKP_Matching( f(m, n), g(m, n))
Output: marching_score

register f and g based on BLPOC method;
extract overlapping areas f and g from registered fand g, respectively;
if area( f) / area( f) < threshold
P=BLPOC(f,g);
else
P=BLPOC(f,g);
end
matching_score = max(P);

5 Experimental Results

Database establishment. An FKP database was established. The FKP images were
collected from 165 volunteers, including 125 males and 40 females. Among them,
143 subjects are 20~30 years old and the others are 30~50 years old. We collected the
images in two separate sessions. In each session, the subject was asked to provide 6
images for each of the left index finger, the left middle finger, the right index finger
and the right middle finger. Therefore, 48 images from 4 fingers were collected from
each subject. In total, the database contains 7,920 images from 660 different fingers.

Experiment 1. In the first experiment, we took images captured in the first session
as the gallery set and images captured in the second session as the probe set. There-
fore, there were 660 classes and 3,960 images in the gallery set and the probe set
each. Each image in the probe set was matched against the all the images in the
gallery set. A match was counted as genuine if the two FKPs were from the same
finger; otherwise the match was counted as imposter. As a result, the numbers of
genuine matches and imposter matches were 23,760 and 7,828,920, respectively.
The EER (Equal Error Rate) wet got was 1.68%, which was quite promising.
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Fig. 4a depicts the corresponding FAR (False Acceptance Rate) and FRR (False
Rejection Rate) curves. The distance distributions of genuine matching and impos-
ter matching obtained in this experiment are plotted in Fig. 4b. Experimental results
indicate that the proposed system has a good capability to verify a person’s identity.
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Fig. 4. (a) FAR and FRR curves obtained in experiment 1. (b) Distance distributions of genuine
matching and imposter matching obtained in experiment 1.

Experiment 2. The goal of this experiment was to investigate the system’s perform-
ance when we fuse information from 2 or more fingers of a person. In fact, at such a
case the system works as a kind of multi-modal system with a single biometric trait
but multiple units. We adopt the SUM fusing rule as follows:

S:um :ZS[ (11)

where s, is the matching score of the client’s i,, finger.

Table 1. Experimental results in experiment 2

Method gallery | gallery probe | probe Finger types for fusion EER
classes | samples | classes | samples (%)
Ours 165 990 165 990 l-index, I-middle 0.72
Ours 165 990 165 990 r-index, r-middle 0.31
Ours 165 990 165 990 I-index, r-index 0.40
Ours 165 990 165 990 1-middle, r-middle 0.31
Woodward [3] [ 132 660 177 531 r-index, r-middle, r-ring | 5.50
Kumar [5] 105 420 105 210 index, middle, ring, little | 1.39

We tested several different fusions of fingers and the results are presented in
Table 1, from which it can be easily observed that by integrating information from
more fingers the recognition performance of the system could be largely improved.
We also present the results extracted from [3] and [5] in Table 1 for comparison. It is
clearly shown that the proposed system performed much better even though we incor-
porated information from fewer fingers.
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Speed. The software was implemented with Visual C#.Net 2005 on a Dell Inspiron
530s PC embedded Intel E6500 process and 2G RAM. The execution time for data
preprocessing and ROI extraction was 216ms. The time for one BLPOC-based match-
ing was 4.2ms. Thus, the total execution time for one verification operation was less
than 0.3s in our prototype system, which was fast enough for real-time applications.

6 Conclusions

This paper presented a new approach to online personal authentication using finger-
knuckle-print (FKP), which has distinctive line features. A cost-effective FKP system,
including a novel image acquisition device and the associated data processing algo-
rithms, was developed. To efficiently match the FKPs, we proposed a BLPOC based
FKP matching method. Extensive experiments demonstrated the efficiency and effec-
tiveness of the proposed technique. Compared with other existing finger back surface
based systems, the proposed FKP authentication has merits of high accuracy, high
speed, small size and cost-effective.
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